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This Red Flag Identification and Detection Plan is designed to assist automotive dealers in 

the detection of the Federal Trade Commission's designated "Red Flags" that might be a 

sign of identity theft amongst the automotive dealer's credit applicants. The Red Flag 

Ruling requires automotive dealerships to identify any red flags that are applicable to their 

operations, have a process in place to detect those red flags, outline proper responses to 

the red flags detected, train applicable staff and update the program on a regular basis to 

assure maximum compliance with the regulation requirements. 

SECTION I.  Identification of Red Flags 
 

Although the various regulatory agencies, including the Federal Trade Commission, that 

are responsible for the implementation of the Red Flag Ruling have identified a total of 

twenty-six (26) red flags, not all pertain to automotive dealerships and their associated 

credit transactions. Below is a list of red flag categories and associated items that are 

most applicable for an automotive dealership's day-to-day operations: 

   1. Alerts, Notifications or Warnings from a Consumer Reporting Agency 
 

 a. A fraud or active duty alert is included with a consumer report 

 b. A consumer reporting agency provides a notice of credit freeze in      

     response to a request for a consumer report 

 c. A consumer reporting agency provides a notice of address discrepancy 

 d. A consumer report indicates a pattern of activity that is inconsistent with 

     the history and usual pattern of activity of an applicant or customer, such 

     as:  

           - A recent and significant increase in the volume of inquiries;  

          - An unusual number of recently established credit relationships;  

          - A material change in the use of credit, especially with respect to               

recently established credit relationships; or  

          - An account that was closed for cause or identified for abuse of              

         account privileges by a financial institution or creditor 
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   2. Suspicious Documents 
 

 a. Documents provided for identification appear to have been altered or 

     forged  

 b. The photograph or physical description on the identification is not       

  consistent with the appearance of the applicant or person presenting the 

      identification  

 c. Other information (age, eye color, height, etc.) on the identification is not 

      consistent with information provided by the person applying for credit or 

      person presenting the identification  

   3. Suspicious Personal Identifying Information 
 

 a. Personal identifying information provided is inconsistent when compared 

     against an external information source such as the Proof of Identity      

     Solution 

 b. Personal identifying information provided is associated with known      

  fraudulent activity as indicated by internal or third-party sources 

 c. The person applying for credit fails to provide all required personal      

  identifying information on an application or in response to notification 

     that the application is incomplete 

 d. An application appears to have been altered or forged, or gives the      

  appearance of having been destroyed and reassembled 

SECTION 2.  Detecting Red Flags 
 

The following steps should be taken in conjunction with each consumer credit application 

to allow for proper identification of each applicant as a preventive measure to help fight 

identity theft. 

   1. Collect and Examine Identification  
 

       The first step to properly confirming the identity of an automotive credit applicant is  

        to collect and examine the applicant's available form(s) of identification. 
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 a. Obtain a current form of identification from the applicant such as a 

     state issued driver's license. In addition, it is recommended that the 

     applicant's social security card be made available for comparison by the 

     automotive dealer to the other form(s) of identification provided. (Other 

     acceptable forms of identification could be a government issued    

     passport, state issued identification card, or other widely recognized 

     forms of identification.) 

 b. Carefully examine the original form(s) of identification provided  

    c. Make a photocopy of the identification provided by the applicant for your 

     records 
 

   Answer the following questions: 

Has the identification expired? If so, request a valid identification. 
 

Does the photograph reasonably resemble the applicant? Note the issuance 

date of the identification, if available, and keep in mind that the form(s) of 

identification may have been issued several years ago and allow for reasonable 

feature changes. 
 

Does the available physical descriptive information, such as height, eye color, 

hair color, etc., match that of the applicant? Note the issuance date of the 

identification, if available, and keep in mind that the form(s) of identification may 

have been issued several years ago and allow for reasonable feature changes.  
 

Does the birth date listed match the approximate age of the applicant? 
 

Does the address listed on the applicant's identification match that of the 

applicant's credit application? Although it is not uncommon for consumers to have 

a recent change of address, keep in mind that most state and/or local laws require 

that consumers update their driver's license and/or other forms of identification 

within a short period of time after a change of address. Although auto dealer staff 

should remain suspicious of any major inconsistencies between the address listed in 

the application and that of the form(s) of identification provided. A minor 

inconsistency such as a wrong digit in the street address could be a sign of an 

identity thief's attempt to memorize a consumer's information. 

In each of the steps listed above, auto dealer staff should exercise reasonable judgment and ensure that 

senior management is promptly notified of any suspicious inconsistencies that may be found. 
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   2. Submit Applicant's Information   
 

       After a thorough review of the applicant's form(s) of identification and the credit        

       application, the applicant's personal information should be entered into the NCC  

       system as follows: 

If your account allows you to request a Proof of Identity report along with each 

credit file, from the "Reports" tab, confirm that the "Credit" option has been chosen 

from the Product Selection area of the screen, select your bureau and enter the 

applicant's information in the available fields. Once completed, click the "Submit" 

button (Fig. 1). Note that all highlighted fields are required and abbreviated first 

names should be avoided if possible (ex. Abbreviated Name: John, Full Name: 

Jonathan).                                                      (Figure 1) 
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After the applicant's personal information has been entered as outlined above, click 

"Submit" and the Proof of Identity report request will be processed.            (Figure 2) 
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   3. View Search Results  
 

Within seconds after clicking the "Submit" button, the NCC system will reference  

the applicant's personal information against multiple nationally recognized 

databases to determine any red flags relating to the applicant's name, address, 

phone number, social security number, etc. A comprehensive Proof of Identity 

report is compiled based upon all findings relating to the application.          (Figure 3) 
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The Proof of Identity report presents an easy to read layout that provides quick 

reference points for the submitted items and the associated red flag search results 

at the top of the report. Each of the search results are listed as separate line items 

which reflect the item type, the submitted information and the search information 

returned. To allow for quick reference, all information that is confirmed as a match 

is highlighted in green while all information under review is highlighted in red 

(Fig.3). All messages relating to each item returned are referenced in the 

"Messages" section directly below the item summary portion of the Proof of Identity 

report.                                                                                                          (Figure 4) 

In addition to the red flag database search results, the Proof of Identity report 

provides a notification message to indicate if the consumer credit application 

yielded a search result from the High Risk Fraud Alert database. The notification 

message is contained at the top of the Proof of Identity report and prompts the user 

to reference the consumer credit report for more information relating to the High 

Risk Fraud Alert (Fig. 3). 
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SECTION 3.  How to Respond 
 

Once a red flag is detected, the automotive dealer is accountable for returning a 

"reasonable response" that is commensurate to the degree of risk presented by the red 

flag. 

 Based on the Proof of Identity report results, if there are any partial or no matches 

listed, verify that all of the information provided is correct. Users should always 

confirm that the information entered into the system was accurate to 

determine if negative report findings are the result of any transcription 

errors in the entry of that data.  Resubmit the Proof of Identity application as 

needed prior to taking any of the recommended actions listed below. 

  

 Following any necessary resubmission of the Proof of Identity application as 

discussed above, if the results still yield red flags users should reference each of 

the areas of concern listed below: 

   1. Take Necessary Action  

 Red Flag Message/Area of Concern   

 

 Driver's License does not match the  

 driver's license on file 

      Additional Information and/or  

            Recommended Action 

 

At this time only the states listed below  

have made available the actual active and  

issued driver's license numbers within their  

jurisdiction, all other state issued driver's  

license numbers are verified by format only: 

 

CT, FL, ID, IA, ME, MD, MA, MI, MN, MO,  

NH, NM, OH, OK, OR, TN, TX, WV, WI. 

 

Consult senior management with any  

irreconcilable information relating to the  

driver's license number search. Senior  

management should determine if it is  

necessary to further verify the data by  

utilizing the NCC Authentication Solution.  
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 Red Flag Message/Area of Concern   

 

Driver's License is associated with  

additional subjects not displayed/returned 

 

 

 

 

 

 

 

 

 

 

 

 

Driver's License number search yields  

an invalid format message  

 

      Additional Information and/or  

            Recommended Action 

 

Determine if the applicant may have  

recently relocated from another state and  

has presented the driver's license issued  

by their former state of residence. Attempt  

to further confirm the applicant's identity  

with additional forms of identification, if  

available. 
 

If the applicant is unable to provide a  

reasonable explanation, sr. management 

should be consulted. 

 

 

At this time only the states listed below  

have made available the actual active and  

issued driver's license numbers within their  

jurisdiction, all other state issued driver's  

license numbers are verified by format only: 

 

CT, FL, ID, IA, ME, MD, MA, MI, MN, MO,  

NH, NM, OH, OK, OR, TN, TX, WV, WI. 

 

Consult senior management with any  

irreconcilable information relating to the  

driver's license number search. Senior  

management should determine if it is  

necessary to further verify the data by  

utilizing the NCC Authentication Solution. 
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 Red Flag Message/Area of Concern   

 

Social Security Number is invalid 

OR 

Applicant's SSN is associated with 

another individual 

OR 

Multiple SSNs on file 

OR 

Multiple valid/invalid SSNs on file 

OR 

SSN issued before the date of birth 

 

 

Social Security Number issued within  

the last 7 years 

 

 

 

 

 

Social Security Number issued prior  

to the applicant's listed date of birth 

 

 

 
 

 

Social Security Number issued after  

age 21 

OR 

Social Security Number issued in ____ 

(Date & Year) 

 

 

      Additional Information and/or  

            Recommended Action 

 

Confirm the data entered into the NCCI  

system is consistent with the data provided  

by the applicant. Consult sr. management  

immediately in these instances.  

 

 

 

 

 

 

 

Review the date of issuance and use  

reasonable judgment to determine if the  

issued number is authentic. If questions  

remain, consult senior management. 

 
 

Confirm the data entered into the NCCI  

system is consistent with the data provided  

by the applicant. Consult sr. management  

immediately in this instance. 
 

  
Review the date of issuance and use  

reasonable judgment to determine if the  

issued number is authentic. If questions  

remain, consult senior management. 
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 Red Flag Message/Area of Concern   

 

Social Security Number does not match 

the SSN on file 

 

 

 

 

 

 

 

 

Date of Birth does not match file date  

of birth  

 

 

 

 

Phone Number does not match the  

phone number on file 

OR 

Phone number is new 

 

 

Phone Number is a cellular phone  
 

 

 

 

Phone Number is a pager 

      Additional Information and/or  

            Recommended Action 

 

Confirm the data entered into the NCCI  

system is consistent with the data provided  

by the applicant. Resubmit Proof of Identity  

request as needed.  If data inputted is  

consistent with the data provided by the  

applicant, consult senior management  

regarding the inconsistency. 

 

 

Confirm the data entered into the NCCI  

system is consistent with the data provided  

by the applicant. Consult sr. management. 

 

 
Call the phone number to verify it in fact  

belongs to the applicant.  

 

 

  

 

Ask the applicant to provide a valid home  

phone number and resubmit the Proof of  

Identity application as needed. 

 

 

Ask applicant to confirm the information  

provided. If applicant confirms the number,  

consult senior management for approval  

to proceed. 
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 Red Flag Message/Area of Concern   

 

Phone Number is not issued 

 

 

 

 

Address zip code has not been issued  
 

 

 

 

 

 
Address does not match file address 

OR 

name and address do not match 

 

 

 

 

 

 

      Additional Information and/or  

            Recommended Action 

 

Call the phone number provided to confirm  

status. If the number is in fact a non-issued  

number, consult senior management. 

 

 

Request additional documentation verifying  

the zip code (such as mail from a valid  

creditor/service provider). If no additional  

documentation is available, consult senior  

management. 

 

 

Request additional documentation verifying  

the address (such as mail from a valid  

creditor/service provider). If no additional  

documentation is available, inquire as the  

why the address information is not available  

(college student living with relatives, etc.)  

and consult senior management if  

necessary. 

After a review of all identification documents and proceeding with the action items listed 

above, if there are still major red flags or any concern that causes suspicion with the 

applicant, senior management should make the final determination to deny or accept 

the credit application for the sale transaction. 
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   2. Factors to be Considered  

Senior management should consider the level of inconsistency relating to any 

specific red flag as follows: 

Does all personal information match with the exception of only one 

item? If the only inconsistent information is in relation to a secondary 

identification item such as an address, phone number and/or zip code, and 

the applicant is able to provide a reasonable explanation relating to that 

inconsistent information, then the verification of the applicant's identity could 

be deemed conclusive.  
 

Is that item a key identifying factor such as social security number, 

birth date or driver's license number? If the only inconsistent information 

from the Proof of Identity report is one of these primary identification items, 

the situation may warrant additional documentation and/or questions relating 

to the applicant's identity depending on the severity of the inconsistent 

information. 
 

Are there multiple discrepancies with the applicant's personal 

information? If there are multiple discrepancies with the applicant's 

personal information that may not all be easily attributed to a single event 

such as a recent relocation, etc., senior management should consider 

requesting any additional documentation and/or information they deem 

necessary. 
 

Are the multiple discrepancies consistent with the applicant's 

explanation provided (No record of phone number and address due to 

recent relocation, etc.)? If the applicant is unable to provide a reasonable 

explanation for any of the discrepancies yielded from the Proof of Identity 

report, senior management personnel should carefully consider approval of 

the consumer's application. 

In the event that the applicant's information contains any major red flags, it is 

recommended that senior management utilize the NCC Authentication Solution to 

further verify the applicant's identity. 


